GOOGLE-FREE IN 5 WEEKS

Tired of being tracked, targeted & data-mined?
This step-by-step guide helps you slip Google’s
leash—without overwhelm.

INSTRUCTIONS

00 . . . .
¥ Manytasks include a link to a tool or instructions.

08%0 This infographic has links to privacy-forward Google alternatives.

% Print a copy to check off the paws as you complete each task...like this!

00 .
T For even more tools and tips, get the free book DISENGAGE.

GETTING STARTED

02%0 If you have an external hard drive, get it ready. (Or consider buying one.)

02%@ Create a folder on your hard drive for backups and downloads.

02%@ Plan time for research/product searches if needed.
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https://www.punchinguppress.com/post/best-google-alternatives
https://www.punchinguppress.com/
https://www.punchinguppress.com/post/disengage-from-the-internet
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08%0 Set up anew account at Proton, Mailfence, or Tuta.

— -
® S
08%0 Create 2 new email addresses: (1) personal and (2) for trusted accounts. & 2
8 o
08%0 Transfer old Gmail emails to Proton, Mailfence, or Tuta. > 2 %
.0
08%0 Set Gmail to forward new incoming email to your new private account. §~§,

08%0 Add auto-reply to Gmail. ("This address is no longer being monitored...")

08%0 Email key contacts with your new address.

>

08%0 Change login emails on important services to your new one.

0(()%0 Create masked emails or separate addresses for low-trust accounts.
00, .
¥ Setup Proton, Tuta, or Mailfence calendar.™ )

v
These services will help you through the process. You may
need to transfer recurring events and reminders manually.
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BROWSER

00
T Install Firefox, Librewolf, or Orion browser.

00 . .
T Harden privacy settings in your new browser.

08%0 Add uBlock Origin and Privacy Badger extensions to the new browser.
o

Set the new browser as the default on all of your devices.
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08%0 Uninstall Chrome.
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https://support.google.com/mail/answer/10957?hl=en
https://proton.me/mail
https://mailfence.com/
https://tuta.com/
https://support.google.com/mail/answer/25922
https://www.pcworld.com/article/708303/what-is-masked-email-this-new-spin-on-an-old-practice-supercharges-your-security.html
https://support.mozilla.org/en-US/kb/import-bookmarks-google-chrome
https://news.ycombinator.com/item?id=43233245
https://help.kagi.com/orion/getting-started/importing.html
https://www.sapphire.net/blogs-press-releases/how-to-secure-your-web-browser-aka-browser-hardening/
https://ublockorigin.com/
https://privacybadger.org/
https://www.mozilla.org/en-US/firefox/new/
https://librewolf.net/
https://kagi.com/orion/
https://www.tomsguide.com/how-to/how-to-change-default-browser
https://www.clrn.org/how-to-completely-remove-google-chrome/
https://www.punchinguppress.com/
https://support.google.com/accounts/answer/3024190
https://proton.me/support/easy-switch
https://kb.mailfence.com/kb/migrate-emails-to-mailfence/
https://tuta.com/blog/tuta-release-update-february
https://7f54e89c-0a1c-403e-9166-51d1fa2a27b9.usrfiles.com/ugd/7f54e8_1b66481d23434763b63379b814b845d0.xlsx
https://7f54e89c-0a1c-403e-9166-51d1fa2a27b9.usrfiles.com/ugd/7f54e8_1b66481d23434763b63379b814b845d0.xlsx
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08030 Choose Kagi, DuckDuckGo, or SimpleSearch for your searches.

08%0 Set your chosen search engine as the default in all browsers/devices.

00(%0 Remove the Google app from your phone and tablet.

PHOTOS

OOOO Download Google photo library to computer and/or external hard drive.

QQO Transfer or upload photos to Proton Drive, Ente, or other storage service.

Turn off Google Photos backup and sync on all devices.

OOCgO Delete photos from Google Photos (once backed up safely).

00&3 Uninstall the Google Photos app.

GOOGLE FILES

08%0 Export Docs, Sheets & Slides files to computer and/or external drive, =——>

00 .
Y Transfer or upload documents to a new editor. (Proton Docs, Zoho, etc.)

08%0 Delete original files from Google Drive (optional; see “Clean-Up” below).

Double-check that they’re
safely backed up first!
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https://proton.me/drive/photo-storage
https://ente.io/
https://teacherscollege.screenstepslive.com/a/1733695-export-google-drive-photos-with-google-takeout
https://teacherscollege.screenstepslive.com/a/1733695-export-google-drive-photos-with-google-takeout
https://support.google.com/photos/thread/270151524/how-to-turn-off-backup-in-photos?hl=en
https://proton.me/blog/delete-all-photos-from-google-photos
https://www.bestbuy.com/discover-learn/how-to-change-a-default-search-engine/pcmcat1709138269955
https://kagi.com/
https://duckduckgo.com/
https://addons.mozilla.org/en-US/firefox/addon/simple-search/
https://www.guidingtech.com/uninstall-google-photos-app/
https://proton.me/drive/docs
https://www.zoho.com/
https://www.cbackup.com/articles/how-to-delete-everything-from-google-drive-5740.html
https://takeout.google.com/?pli=1
https://www.punchinguppress.com/
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00 : .
T Install a private map app (Organic Maps, OsmAnd, or HERE WeGo).

00 -
T Setyour new map app as the default navigation app on your phone.

0
0230 Add a backup paper map to your car’s glovebox.

08%0 “Harden” your map app for privacy. _l

Also limit network access and deny background location access if
those are options in the app’s settings or your phone’s settings.

WEEK 4 VIDEO

08%0 Sign up for Nebula (paid) or try PeerTube (free).

00 . .
T Clearthe watch and search history in your YouTube account.

O 0
0850 Delete the YouTube app from all your devices.

00 i X i .
Y You can still watch YouTube while logged out using Invidious.

00 .
Y Create a Ground.News account (free or paid).

08%0 Set up a daily or weekly digest and tailor your feed.

08%0 Uninstall or stop visiting Google News.

v
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https://thetechylife.com/how-do-i-change-my-default-map/
https://randpublishing.com/
https://organicmaps.app/
https://osmand.net/
https://wego.here.com/
https://wego.here.com/
https://wego.here.com/
https://mapmetrics.org/blog/privacy-in-navigation-apps-what-every-user-needs-to-know/
https://www.popsci.com/diy/edit-clear-youtube-history/
https://nebula.tv/
https://joinpeertube.org/
https://invidious.io/
http://ground.news/
https://www.punchinguppress.com/
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OOQOO Download Google Drive files to your computer and/or external hard drive.

08%0 Upload your files to Proton Drive, NextCloud, or other cloud storage.

08%0 Organize new folders and test file access—especially internal folders.

00 .. i .
Y Delete original files from Google Drive (optional: see Clean-Up below).

08%’ Empty trash in Drive and Gmail.

00
Y Delete unused Google accounts.

0 .
OOQO Reduce Google storage to under 15 GB (to stop paying for storage).

00 . :
7 Turn off ad personalization and tracking.

\

00
7Y Disable Google location/history tracking on Android and other devices. _

‘%%3 If you use a Chromebook, plan to switch to Lenovo or Dell at next upgrade.

~
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‘?%O Store your hard drive safely and update it monthly.

WJHO s a winner )/0(/{ are!

25 you are!
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https://support.google.com/accounts/answer/32046?hl=en
https://www.cnet.com/tech/services-and-software/running-out-of-space-expert-hacks-to-boost-your-google-drive-storage/
https://privacysavvy.com/security/safe-browsing/disable-ad-tracking/
https://www.pcmag.com/how-to/how-to-get-google-to-quit-tracking-you
https://filerev.com/blog/backup-google-drive-external
https://proton.me/drive
https://nextcloud.com/
https://www.cbackup.com/articles/how-to-delete-everything-from-google-drive-5740.html
https://www.punchinguppress.com/

